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Chapter 1: General Provisions (Terms and Definitions)

1. These Rules of organization of activity of the payment organization Click Service (hereinafter - the
Rules) are developed in accordance with the Law of the Republic of Kazakhstan dated July 26, 2016
No 11-VI ZRC “On Payments and Payment Systems” (hereinafter - the Law on Payments) and
determine the procedure of organization of activity of the payment organization.

2. This procedure for organization of activities of the payment organization shall include accounting
registration of the payment organization in the National Bank of the Republic of Kazakhstan
(hereinafter - the National Bank), maintenance by the National Bank of the register of the payment
organization (hereinafter - the register), provision of payment services by the payment organization
and notification by the payment organization of opening of branches.

3. These Rules shall use the concepts stipulated by the Law on Payments, as well as the following
concepts:

Goods - goods, works, services, rights to the results of intellectual activity, sold by the Payees to end
consumers (Customers) for personal, family or household use.

WEB-site of the System - WEB-site placed in ITS Internet at the electronic address:
https://arcopay.tech/.

Payment Organization - Limited Liability Partnership “Click Service”, which is a commercial
organization authorized to carry out payment services activities in accordance with the Law on
Payments.

Payment Accounting System (the System) - a set of software and technical means ensuring
information-technological interaction and registration of payments.

Client/Payer - a natural person with proper legal capacity in accordance with the current legislation of
the Republic of Kazakhstan to make a Payment.

Confirmation Code - a unique sequence of digits provided to the Client by the Payment Organization
via SMS message to the Client's Subscriber number specified by the Client during registration for the
purpose of Payment Confirmation. The Confirmation Code is provided by the Payment Organization

to the Customer for each Payment according to the procedure provided by these Regulations.

Continuity of functioning of the Payment Organization - a complex property of the Payment
Organization Click Service, which means its ability to prevent violations of proper functioning
(including preventing suspension (termination) of transactions or improper execution of transactions),
as well as to restore proper functioning in case of its violation.

Payee - a legal entity or a natural person registered as an individual entrepreneur who has concluded
a separate agreement with the Payment Organization and in favor of whom the Customer makes a
payment in payment for the Goods, or a natural person who accepts funds from the Customer not
related to business activities.



Security Procedures - a set of organizational measures and software and hardware means of
information protection.

Electronic message - any message composed electronically and transmitted between the members of
the Payment Organization via a secure communication channel.

Risk - possibility (probability) of losses, liquidity deterioration or other negative consequences inherent
in the Payment Organization's activity due to adverse events related to internal factors (complexity of
organizational structure, qualification level of employees, organizational changes, staff turnover, etc.)
and external factors (change of economic situation, new technologies applied, introduction of new
products, etc.).

Risk assessment - assessment of probability of risk realization and the amount of possible losses at
realization of a specific type of risk and/or aggregate risks (group of risks) assumed by the Payment
Organization.

Significant (essential) risks - risks, negative consequences of realization of which have a significant
impact on the assessment of capital adequacy of the Payment Organization, as well as liquidity and
assessment of financial performance of the Payment Organization, including those affecting the ability
to comply with mandatory requirements of the legislation of the Republic of Kazakhstan.

Risk appetite - a system of planned indicators of business development, characterizing the maximum
level of risk, which the Payment Organization as a whole is ready to accept in the process of
achieving the goals set by the development strategy, including the target level of profitability,
implementation of strategic initiatives and fulfillment of its main business objectives.

Limit is an established numerical restriction of values of indicators characterizing (each separately or
in aggregate) the level of risk. The limit may be set in absolute and relative value.

4. The payment organization in the presence of the registration number of accounting registration of
the payment organization assigned by the National Bank (hereinafter - the registration number) shall
provide services on processing of payments initiated by the customer in electronic form and transfer
of necessary information to the bank, organization conducting certain types of banking operations to
make payment and (or) transfer or accept money on these payments.

Chapter 2: Description of payment services provided by the
Payment Organization

Services on processing of payments initiated by the client in electronic form and transfer of necessary
information to a bank, branch of a non-resident bank of the Republic of Kazakhstan, organization,
carrying out certain types of banking operations, for making payment and (or) transfer or accepting
money on these payments.



1. Services on processing of payments initiated by the client in electronic form, and transfer of
necessary information to the bank, organization, engaged in certain types of banking operations, for
making payment and (or) transfer or accepting money for these payments.

2. Services on processing of payments initiated by the client in electronic form and transfer of
necessary information to the bank, organization, carrying out certain types of banking operations, for
making payment and (or) transfer or accepting money on these payments shall be carried out by
coordination with the Bank's System and in compliance with the requirements of the current legislation
of the Republic of Kazakhstan.

Chapter 3. Procedure and terms of rendering payment services
to the clients of the Payment Organization

Procedure for rendering service on processing of payments initiated by the client in electronic form
and transfer of necessary information to the bank, organization performing certain types of banking
operations for making payment and (or) transfer or accepting money on these payments.

1. Service on processing of payments initiated by the Customer in electronic form and transfer of
necessary information to the bank, organization performing certain types of banking operations, for
making payment and (or) transfer or accepting money on these payments (hereinafter - “Bank”,
“payment service”) shall be performed as follows:

1.1 The Payment Organization, within the framework of the agreement concluded with the Bank,
provides processing of payments initiated with the use of bank cards with indication of details of the
purpose of the respective payment and beneficiary of the respective payment with subsequent
provision of transfer of details of the payment for its execution in favor of the respective Bank, and the
Bank in its turn executes the Customer's instruction transmitted through the Payment Organization in
electronic form.

1.2 The Client initiates transactions/payments through WEB-applications, online-applications, mobile
applications (applications for mobile devices), software of self-service terminals, widgets and other
applications - providing the possibility for the Client to initiate in electronic form orders to debit money
from the Client's bank card, with their crediting in favor of the Bank for the purpose of subsequent
execution of the Client's order/instruction received by the Payment Organization from the Client and
transmitted by the Payment Organization to the Bank.

2. When providing payment service, the Payment Organization shall provide the following algorithm of
actions:

The Client enters the relevant application of the Payment Organization via Internet / cell phone,
self-service terminal;

The Client gets acquainted with the tariff / amount of commission fee for provision of the respective
service by the Payment organization;

The Customer familiarizes himself/herself with the terms and conditions of the payment service and
agrees with the terms and conditions of the agreement - offer placed in the relevant application;

The Customer initiates a payment in favor of the Service Provider in the application;

The Customer enters in the electronic application the details for execution of the payment by the
Bank;

To make a payment, the Customer enters the details of the bank card, bank account;

The Payment Organization initiates the Customer's order received in electronic form by means of a
request to the Bank;



The Bank, having received confirmation from the Payment Organization and the Client, debits from
the bank card the amount of the transaction initiated by the Client, taking into account the commission
fee of the Payment Organization;

The Payment Organization receives from the Bank the confirmation of the Transaction execution;
The Payment Organization shall issue to the Client an electronic confirmation confirming the
execution of the Transaction by the Client and debiting the Client with the commission fee of the
Payment Organization;

The Bank, based on the data received in electronic form during the transaction, transfers money on
transactions to the current account of the Service Provider, less the commission fee of the Bank and
the Payment organization.

Transfer by the Bank to the current account of the Service Provider on the performed transactions
shall be made by the Bank in the national currency of the Republic of Kazakhstan.

3. Terms of payment service provision - within 1 (one) working day following the day of payment
acceptance.

Chapter 4. Cost of payment services (tariffs) rendered by the
payment organization
1. Services on processing of payments initiated by the Customer in electronic form, and transfer of

necessary information to the bank, organization performing certain types of banking operations, for
making payment and (or) transfer or accepting money on these payments:

Name of service CrtaBka Tapuda

Additional fee (allowable additional fee) charged to
the Customer.

Gaming services Bookmakers 3.5% of the transaction amount
Social networks 3.5% of the transaction amount
Cellular operators Gift cards, housing and utilities 3.5% of the transaction amount
coupons

Network Business Organizations 3.5% of the transaction amount

Internet and telephony 3.5% of the transaction amount




Hosting

Charity No charge
Advertising 3.5% of the transaction amount
Insurance No charge

Internet-shops

3.5% of the transaction amount

Tickets (air, rail)

3.5% of the transaction amount

Microfinance organizations

3.5% of the transaction amount

Catering establishments, restaurants, stores,
supermarkets, beauty salons and other types of
services not included in separate categories

From 0% to 15% of the transaction amount

2.The value of additional fee (allowable additional commission) charged from the Client is established in
accordance with the contractual terms and conditions specified in the agreements concluded between “Click

Service” LLP and service providers.

3.Pricing policy on the additional commission charged from the payer is set by the Payment Organization
independently within the limits of permissible values specified in the agreements.

4 Differentiation of the percentage ratio of the permissible additional commission charged from the payer

depends on the market conditions for each service.

5.The above list of services is not exhaustive and may be supplemented as new agreements with service

providers are concluded




Chapter 5. Procedure for interaction with third parties providing
technological support of payment services rendered by the
payment organization

1. Third parties are legal entities and individual entrepreneurs who: provide services to the payment
organization or act in the interests of the payment organization; are not included in the group of the
company of the payment organization and are not employees of the payment organization.

2. Connection of information systems of the third party to the systems of the payment organization
shall be made on the basis of the concluded agreement on provision of information and/ or
technological services and the agreement on non-disclosure of confidential information.

3.The agreement on non-disclosure of confidential information shall establish the obligation of the
third party to observe confidentiality of information, as well as responsibility for disclosure of
confidential information to which it gets access.

4.The contract or non-disclosure agreement to be entered into shall take into account model
provisions for the third party's compliance with information security requirements.

5.The requirements shall include, at a minimum, the following: responsibility and obligations for
maintaining the required level of information security; measures for notification of information security
incidents and breaches in the information protection system.

The procedure of interaction when working with service providers.

1. Marketing researches are conducted, including market analysis, competitiveness, consumer
ability.

2. The Financial Service shall conduct economic justification of the new Service Provider's entry
into the Payment Organization's system, as well as identify the payment load on the Clients.

3. After carrying out the above mentioned actions and making a positive decision on work with
the Service Provider, all necessary documents within the framework of AML/CFT shall be
requested from the latter and a full analysis of compliance risks shall be carried out.

4. In case of absence of compliance risks, technical documentation shall be exchanged for
connection of the Service Provider to the Payment Organization's system via API technical
interaction protocol.

5. The Payment Organization shall have the right to verify and connect the Service Provider in
accordance with the rules of onboarding, which is an annex to these Rules.

Conclusion of the contract with the Service Provider.

1. After carrying out all actions in accordance with the above mentioned section of these Rules
the Agreement shall be concluded between the Payment Organization and the Service
Provider.

2. The Payment Organization shall conclude an Agreement with the Service Provider on
rendering payment services (or) Technical Interaction Agreement with obligatory granting the
Payment Organization the right to accept payment in favor of the Service Provider.

3. The Service Provider shall be registered in the System and assigned an ID.

4. The Payment Organization is obliged to transfer to the Service Provider data on each
accepted payment for making changes to the Client's personal account. The information shall
be transmitted directly during the period of payment acceptance on the basis of the data
indicated by the client, without errors and distortions.

5. Each payment data transfer operation is accompanied by signing of an electronic document,
the form of which is agreed with the respective Service Provider. The combination of
authentication data - login, password and/or terminal number in the System - is defined as an
analogue of the handwritten signature (hereinafter referred to as HSA) of the Payment



Organization and is recognized by the Parties as an unambiguous and indisputable
confirmation of the made payment.

6. When accepting payments the Payment Organization shall charge a commission fee from the
payment. The amount of the commission is set by the Payment Organization and is
determined by the terms of work with the Service Providers.

7. In accordance with business requirements and risks associated with leakage and disclosure
of confidential information accessed by a third party, employees of the Information Technology
Department, in coordination with the third party, shall control the proper level of service and
the level of information security of the third party. The control may include: - analysis of
reports on works (services) provided by the third party; - regular meetings on issues and
problems arising in the course of works; - analysis of reports and results of investigation of IS
incidents; - up-to-date information security certificates (if applicable).

Chapter 6. Information on the risk management system used by
the Payment Organization

1. The risk management system is aimed at ensuring financial stability and stable functioning of the
Payment Organization, and is a system of organization, policies, procedures and methods adopted by
the Payment Organization, which allow the Payment Organization to timely identify, measure, control,
monitor emerging risks and develop measures to minimize risks when providing payment services.

2. Risk management process is crucial for maintaining stable profitability of the Payment
Organization, and each individual employee of the Payment Organization is responsible for risks
related to his or her duties.

3. The Payment Organization shall identify financial and non-financial risks as part of the risk
management system.

4. Financial risks include:

Market risk is the risk of losses incurred by the Payment Organization due to unfavorable changes in
the market value of financial instruments in the investment portfolio of the Payment Organization, as
well as foreign currency exchange rates.

Liquidity risk is the risk that the Payment Organization will not be able to meet its payment obligations
when they fall due under normal or unforeseen conditions. In order to limit this risk, the management
of the Payment Organization has ensured a liquid investment portfolio of securities that can be drawn
upon when needed, as well as access to various sources of funding in the capital markets.
Management also manages assets with liquidity in mind and adequately monitors future cash flows
and liquidity.

Credit risk is the risk that the Payment Organization will incur a loss because its customers or
payment system counterparties fail to meet their contractual obligations. The Payment Organization
manages credit risk by means of continuous analysis and reconciliation of the debts of customers and
third parties to the Payment Organization. The Payment Organization monitors the fulfillment of debt
repayment obligations by its counterparties in accordance with the terms and conditions of the
concluded contracts.

Operational risk is the risk of direct or indirect losses arising from imperfections in the internal control
system, errors in information systems, errors and/or abuse (fraud) of personnel, inadequate operating
procedures.

5. Non-financial risks include:

Reputation risk is the risk of losses incurred by the Payment Organization as a result of reduction in
the number of clients (counterparties) due to formation in the society of a negative perception of the
financial stability of the Payment Organization, quality of rendered services or nature of activity in
general. Reputation of the Payment Organization is a public assessment of its advantages and



disadvantages, which is formed under the influence of various factors. Business reputation is formed
over the years. Reputation is the basis for the Client's choice of the servicing Payment organization.
Legal risk is the risk of losses incurred by the Payment Organization due to:

non-compliance with the requirements of regulatory legal acts and concluded agreements;

legal errors made in the course of activities (incorrect legal advice or incorrect drafting of documents,
including during consideration of disputable issues in judicial bodies);

imperfections of the legal system (inconsistency of legislation, lack of legal norms to regulate certain
issues arising in the course of business);

breaches by counterparties of regulatory legal acts, as well as conditions of concluded agreements.
Strategic risk is the risk of losses incurred by the Payment Organization as a result of mistakes
(deficiencies) made when making decisions determining the strategy of activity and development of
the Payment Organization (strategic management) and expressed in insufficient consideration of
possible dangers that may threaten the activity of the Payment Organization, incorrect or insufficiently
substantiated determination of perspective directions of activity, in which the Payment Organization
may achieve an advantage over competitors, lack of the following factors

5. Risk management

1. For the purpose of effective risk management, the Payment Organization has developed a risk
management policy, which consists of systematic work on development and practical implementation
of measures to prevent and minimize risks, identification, measurement, control and monitoring of
risks, assessment of the effectiveness of their application, as well as control over all monetary
transactions. For these purposes, the Payment Organization shall have an employee (in case of
absence of such employee, these functions shall be performed by the first manager) performing risk
management functions, whose tasks include:

2. risk analysis and assessment, which includes systematic determination of: risk analysis objects;
risk indicators by risk analysis objects, determining the necessity of taking measures to prevent and
minimize risks; assessment of possible damage in case of risks occurrence;

3. Development and implementation of practical measures for risk management taking into account:
probability of risk occurrence and possible consequences; analysis of application of possible
measures for risk prevention and minimization.

4. Under contracts with Clients, if necessary, in order to prevent financial risks the security deposit
paid by Clients to the Payment Organization under the contract shall be used.

5. When developing procedures for risk identification, measurement, monitoring and control, the
Payment Organization shall take into account, but not limited to, the following factors: the size, nature
and complexity of the business; availability of market data to be used as input information; state of
information systems and their capabilities; qualification and experience of the personnel involved in
the process of market risk management.

6. Risk identification, measurement, monitoring and control procedures cover all types of assets,
liabilities; cover all types of market risk and their sources; allow for regular assessment and monitoring
of changes in factors affecting market risk, including rates, prices and other market conditions; allow
for timely identification of market risk and action in response to adverse changes in market conditions.

7. The main task of risk regulation in the Payment Organization is to maintain acceptable ratios of
profitability with safety and liquidity indicators in the process of management of assets and liabilities of
the Payment Organization, i.e. minimization of losses.

8. Effective risk level management in the Payment Organization shall solve a number of problems -
from risk tracking (monitoring) to its cost estimation. The level of risk associated with one or another
event is constantly changing due to the dynamic nature of the external environment of the Payment



Organization. This forces the Payment Organization to regularly clarify its place in the market, to
assess the risk of certain events, to review relations with Clients and to evaluate the quality of its own
assets and liabilities, therefore, to adjust its risk management policy.

9. The process of risk management in the Payment Organization includes: anticipation of risks,
determination of their probable sizes and consequences, development and implementation of
measures to prevent or minimize losses related to them. All this implies the development by the
Payment Organization of its own risk management strategy in such a way as to timely and
consistently use all opportunities for the development of the Payment Organization and at the same
time to keep risks at an acceptable and manageable level.

10. The goals and objectives of the risk management strategy are to a large extent determined by the
constantly changing external economic environment in which it has to operate.

11. Risk management is based on the following principles: forecasting of possible sources of losses or
situations that may bring losses, their quantitative measurement; financing of risks, economic
incentives for their reduction; responsibility and obligation of managers and employees, clarity of the
policy and mechanisms of risk management; coordinated control of risks by all departments of the
Payment Center; coordinated control of risks by all departments of the Payment Center, clear

risk management policy and mechanisms; coordinated risk control for all subdivisions of the Payment
Organization, monitoring the effectiveness of risk management procedures.

12. The risk management system shall be characterized by such elements as measures and methods
of management.

Risk management measures: determination of the risk management organizational structure ensuring
control over fulfillment by the counterparties of the Payment Organization of the risk management
requirements established by the risk management rules of the Payment Organization; determination
of functional duties of persons responsible for risk management or relevant structural subdivisions;
communication of relevant information on risks to the management bodies of the Payment
Organization; determination of indicators of continuity of functioning of the Payment Organization;
determination of the risk management system of the Payment Organization.

13. Methods of risk management in the Payment Organization shall be determined taking into account
the specifics of the Payment Organization's activity, risk management model, payment clearing and
settlement procedures, number of funds transfers and their amounts, time of final settlement.

14. Methods of risk management: establishment of limit amounts (limits) of obligations of the
counterparties of the Payment Organization taking into account the risk level; establishment of
security contribution of the Clients of the Payment Organization within the framework of rendered
payment services; management of the order of execution of orders by officials; execution of
settlement in the Payment Organization before the end of the working day; ensuring the possibility of
providing the limit;

use of irrevocable bank guarantees; other risk management methods.



Chapter 7. Procedure for Settlement of Disputable Situations
and Resolution of Disputes with Clients (Payers)

1. In case the Customer has any claims to the payment organization on any disputable situation
related to provision of payment services, the Customer shall have the right to send to the payment
organization a relevant claim in writing.

2.The payer shall be obliged to address to the payment organization with a written application drawn
up in any form, containing indication of a disputable situation arisen (hereinafter - “Claim”), in one of
the following ways:

by sending it by postal mail to the address - 050010, Kazakhstan, Almaty, 38 Dostyk Ave., office
202-09C.

At each sending of the Claim of the payer to the payment organization, it shall be registered by the
payment organization by assigning the date and serial number of incoming correspondence. The date
of receipt of the Claim of the payer by the payment organization shall be considered the actual date of
registration of incoming application of the payer.

Appeals to the technical support service of payers by phone, sending messages through the feedback
form in the application of the System cannot be recognized as an appeal to the payment organization
with a Claim and (or) be considered as pre-trial settlement of disputes.

3. All Claims sent by the payers to the payment organization shall be accompanied by duly executed
copies of documents confirming the facts specified in the Application, as well as the following
documents: notarized copy of the payer's identity document; document confirming the payment
(check). additionally, a notarized copy of the agreement on provision of cellular communication
services concluded with the cellular operator and granting the payer the right to use the Subscriber
number may be requested

4.The Payment Organization shall review the received Payer's Claim and prepare a response for
sending within a period not exceeding 30 (thirty) days from the day of receipt of the respective Payer's
Claim.

5.For proper consideration of the payer's Claim and preparation of the response the payment
organization shall: involve employees of competent departments (technical, legal, settlement, and
other structural departments for obtaining clarifications, additional information and other data in
relation to the disputed situation) in comprehensive study of the dispute; request and receive from the
payer additional documents (or their copies), explanations and other information. At the request of the
payment organization the payer shall be obliged to provide the information and documents (or their
copies) requested by the payment organization for the purpose of proper pre-trial settlement of the
dispute; shall conduct a thorough analysis of the received information and explanations in order to
form a complete and reliable response to the Claim of the payer; shall prepare a reasoned written
response to the payer to the Claim.

6.Any dispute, if it was not resolved amicably in the pre-trial order, shall be finally resolved in court in
accordance with the current legislation of the Republic of Kazakhstan.

Chapter 8: Procedure for Compliance with Information Security
Measures

1.The Procedure for Compliance with Measures of the Payment Organization (hereinafter referred to
as the Procedure) shall cover the following areas of the Payment Organization: processes, including
services provided by the Payment Organization; personnel - employees of the Payment Organization,
as well as third parties who have contractual relations with the Payment Organization; information
resources of the Payment Organization storing and processing information.



2.The purpose of the Procedure is to build an effective information security management system of
the Payment Organization.

3.The procedure is based on the following principles: ensuring and maintaining an appropriate level of
integrity, availability and confidentiality of critical information; Integrity of information is achieved by
authentication and authorization when accessing it and when changing it, information always has a
current or specified value. Authentication and authorization can be implemented by administrative
measures and/or automated means. Accessibility means that at any moment of time subjects who are
legitimately granted the right to access information can realize it in accordance with the assigned
rights - reading, changing, etc. Confidentiality of information is the preservation of secrecy, prevention
of disclosure of information to persons who do not have the right to familiarize themselves with it.
Confidentiality is achieved by restricting access to information in the necessary volume and
classification of information by decision of its owner unless otherwise established by laws and
regulations; compliance with legal requirements; Compliance with the Procedure is based on the
legislative acts of the Republic of Kazakhstan, including the requirements of the National Bank of the
Republic of Kazakhstan, reflected in regulatory and legal acts. When building the information security
management system that ensures compliance with the Procedure and legislative and regulatory legal
acts, the recommendations of the international standard ISO/IEC 27001 “Information technology.
Methods of ensuring security. Information security management systems. The funds allocated for the
organization of the Order do not exceed the possible damage in case of realization of an information
security threat and adequately minimize the risk of its realization. The assessment of possible
damage shall be made on the basis of multiple factors relevant at the current moment or at the
moment of expected incident.

4.The First Manager of the Payment Organization shall exercise general control and shall be
personally responsible for achievement of the objectives and compliance with the basic principles,
including for provision of necessary conditions and resources for achievement of the objectives of the
Procedure, as well as undertake obligations for continuous improvement and fulfillment of the
applicable requirements of the ISMS.

5.Each employee is personally liable for violation and/or non-compliance with the principles
established by the Procedure and consequences caused by such violations and shall report all
identified violations and to the First Manager of the Payment Organization.

6.Job descriptions of each employee of the Payment Organization, as well as documents describing
relations with third parties contain requirements for ensuring and observing information security.

Chapter 9. Description of software and hardware and equipment necessary for payment services
implementation

1.Software used by the Payment Organization shall ensure compliance with the requirements to
software and hardware of the Payment Organization and information security management system.
For the purposes of ensuring reliable storage of information, duplication of data storage systems
(manufacturer HP) is applied, as well as availability of cold reserve of components for them.
2.Protection against unauthorized access is provided by:

a. the use of network equipment meeting the characteristics with indicators not lower than:

Characteristic Indicator

Throughput in Firewall mode (App-ID enabled) 940 Mbps




Throughput in Threat Defense mode IPSec VPN | 610 Mbps 400 Mbps 128,000
throughput

Maximum number of concurrent sessions 8 300/c

supported

Maximum number of “new” sessions 1000

Maximum number of VPN tunnels/tunnel 30

interfaces

Maximum number of security zones Maximum 1500

number of security rules

b. Use of software on network equipment:

Threat Prevention - includes functionality of IPS, Antivirus, Anti-Bot, Anti-Spyware;

URL-Filtering - filters user URL requests by category;

GlobalProtect - provides the ability to connect users to local network resources through the Palo Alto
Networks firewall. It also allows you to check the remote host for compliance with certain security
rules, such as the presence of antivirus on the client device, the current version of the OS with all the
latest updates.

WildFire - the ability to use the public cloud of specialized companies providing information security
services to scan suspicious files for malicious activity.

3.3.Ensuring the integrity of databases and complete safety of information in electronic archives and
databases in case of complete or partial power failure at any time at any part of the equipment is
provided by:

3.1storage of information using database management system (hereinafter - DBMS) Microsoft SQL
Server version not lower than Standard Edition of release not older than 2016;

3.2 utilization of SQL Server AlwaysOn technology, a high-availability and disaster recovery solution,
including but not limited to the following features:

3.3distribution of metadata and notifications - service and hosted application metadata, configuration
and state are stored on each node in the cluster, changes in metadata or state of a node are
automatically propagated to other nodes in the cluster;

3.4 resource management - individual nodes in the cluster can provide physical resources such as
direct-attached storage, network interfaces, and access to shared disk storage.

3.5 health monitoring - determining the health of the primary node and health between nodes is
accomplished through a combination of clock-type network connectivity and resource monitoring;
3.6failover coordination - each resource is configured to reside on the primary node, and each can be
moved automatically or manually to one or more secondary nodes. The serviceability-dependent
failover policy controls the automatic transfer of resources between nodes in the cluster. Nodes and
hosted applications receive failover notifications, allowing them to continue to perform their assigned
functions without interruption or data loss.

3.7 the location of equipment used for database processing and storage in data centers that meet the
requirements of:

0 guaranteed power supply;

o provision of the necessary climatic conditions;

o round-the-clock monitoring and maintenance;

o automatic gas fire extinguishing complex;

o round-the-clock guarded territory;

o video surveillance systems;

o delimitation of physical access and organizational procedures for access control to all premises;



o Internet access port at speeds from 100 Mbit per second. 57.Access to input data, functions,
operations, reports implemented in the software is granted to users in accordance with the
“Information Systems Owners and Administrators Matrix” defining at least the following levels of
access: Owner; Administrator; Developer;User.

4.Requirements to user accounts:

4.1accounts, including system and service accounts, in system and application software, as well as
information protection systems and tools (including access to firewall management and anti-virus
software) are protected by strong authentication methods;

4.2 each user of the information system is assigned a unique identifier (account name);
4.3.Inadmissibility of the use of accounts shared between several users, group and common
accounts, passwords and other means of authentication.

5.In the used forms of data input the control of completeness of the entered data or directories of
fields mandatory for filling, necessary for carrying out and registration of operations is used, in case of
performance of functions or operations without complete filling of all fields the program can provide
recording of the corresponding record in the journal and / or issue of the corresponding notification;

6.The software used for carrying out and registration of operations shall provide search of information
by criteria and parameters defined for the given information system, with saving the request, as well
as sorting of information by available parameters, as well as the possibility to view information for
previous dates, if such information is to be stored in the information system;

7.Information processing and storage is performed by date and time;

8.Information systems use automated generation of internal logs by means of the operating system
used, additionally critical events are recorded in the Zabbix software tool for monitoring IT
infrastructure elements: local area network; physical servers; virtual servers; application software:
transaction processing services, database management systems; cloud services.

This provides the collection and display of basic status metrics, events, as well as the formation of a
log\report of events for a certain date range or completely.

9.Backup copying and recovery of data stored in accounting systems is ensured by means of DBMS
used, as well as Microsoft Data Protection Manager - continuous backup/restore systems. Control
over the backup procedures is exercised by: notifying the responsible employee in case of a
successful/unsuccessful backup of the information systems database recovery testing at least once a
year.

10.The software implements the ability to output output documents to a screen, printer or file.
11.Registration and identification of events occurring in the information system with saving the
following attributes: date and time of the event start, event name, user who performed the action,
record identifier, date and time of the event end, the result of the event execution is recorded by
means of the used DBMS, including:

a module for collecting events.

module for analyzing and managing network events and flows from devices, endpoints, servers,
antivirus, firewalls and various intrusion prevention systems.



Chapter 10. Procedure for introducing amendments to these
Rules

1.Changes and/or additions to the Rules may be made both by approving a new edition of the Rules
and by preparing the text of changes and/or additions to the Rules.

2.In case of disagreement of the Participant with changes and/or amendments to the Rules or tariffs,
the Participant has the right to refuse further use of the Payment Organization.

3.Subsequent amendments and/or additions to the Rules shall be made in accordance with the
procedure established by this Section of the Rules.

4.Further use of the Payment Organization after the entry into force of any changes and/or
amendments to the Rules shall mean the consent of Members to such changes and/or amendments.

Appendix No1. Onboarding rules for service providers

1. Filling in the registration form

1.1 A Supplier wishing to use the system to perform Payment Transactions related to the sale of
goods (services) on its Supplier Site fills in the Registration Form .

1.2. The Sales Manager (hereinafter referred to as “SMP”) creates a Supplier card in the
Organization's CRM system.

2. Initial contact with the Supplier

2.1 The SMP makes initial contact with the Supplier by means of the contact method left by the
Supplier in order to:

2.1.1 Specify the Supplier's needs;

2.1.2. Complete the Supplier questionnaire;

2.1.3 Identify the products to be connected and their terms and conditions;

2.1.4. Request KYC documents:

2.1.4.1. Constitutive documents (Articles of Association/Constitutive Agreement); 2.1.4.2. Documents
confirming the powers of the sole executive body;

2.1.4.3. Minutes, decision on election and extension of powers of the sole executive body, order on
appointment or assumption of office of the head;

2.1.4 4. Identity document of the sole executive body and other representatives of the Supplier
authorized to sign. 2.1.4.5;

2.1.4.5. Identity document of the founders;

2.1.4.6. Lease/sublease/property

2.1.4.7. Licenses (permits) for the right to carry out activities subject to licensing (authorization), if
these licenses (permits) are directly related to the Supplier's legal capacity to conclude the contract on
the basis of which the account is opened.

* The Organization reserves the right to request other documents.

3.Approval of products acceptable for this Supplier

3.1 The completed questionnaire with the comments of the MF is submitted to the Risk Manager
(hereinafter referred to as “RM”) in order to determine whether it is possible to work with the Supplier
on the selected products and conditions or to suggest otherwise.

4. Conducting KYC procedure

4.1 The documents pursuant to clause 2.1.4. shall be submitted to the Compliance Officer (hereinafter
referred to as the “KQO”) to carry out the verification.

4.2 Upon the results of the verification, the KO issues an opinion on whether the integration with the
Supplier is possible, as well as specifies possible risks and misrepresentations detected during the
verification.

5. Decision on Supplier onboarding



5.1 The decision on onboarding of the Supplier, as well as the final approval of products, tariffs and
working conditions is made by the Commercial Director (hereinafter referred to as “CD”).

6. Filling in the registration form

6.1 The Supplier wishing to use the system to perform Payment Transactions related to the sale of
goods (services) on its Supplier's Website shall fill in the Registration Form.

6.2 The Sales Manager (hereinafter referred to as the “PM”) creates a Supplier card in the
Organization's CRM system.

7. Initial contact with the Supplier

7.1 The SMP makes initial contact with the Supplier by means of the contact method left by the
Supplier in order to:

7.1.1. Specify the Supplier's needs;

7.1.2. Complete the Supplier questionnaire;

7.1.3 Identify the products to be connected and their terms and conditions;

7.1.4. Request KYC documents:

7.1.4.1. Constitutive documents (Articles of Association/Constitutive Agreement); 7.1.4.2. Documents
confirming the powers of the sole executive body;

7.1.4.3. Minutes, decision on election and extension of powers of the sole executive body, order on
appointment or assumption of office of the manager. 7.1.4.4;

7.1.4.4. Identity document of the sole executive body and other representatives of the Supplier
authorized to sign. 7.1.4.5;

7.1.4.5. Identity document of the founders;

7.1.4.6. Lease/sublease/property agreement for the right to be located at the place of state
registration;

7.1.4.7. Licenses (permits) for the right to carry out activities subject to licensing (authorization), if
these licenses (permits) are directly related to the Supplier's legal capacity to conclude the contract on
the basis of which the account is opened.

* The Organization reserves the right to request other documents.

8. Approval of products acceptable for this Supplier

8.1 The completed questionnaire with the comments of the MF is submitted to the Risk Manager
(hereinafter referred to as “RM”) in order to determine whether it is possible to work with the Supplier
on the selected products and conditions or to suggest otherwise.

9. Conducting KYC procedure

9.1 The documents pursuant to clause 2.1.4. shall be handed over to the Compliance Officer
(hereinafter referred to as the “KO”) to carry out the verification.

9.2 Upon the results of the verification, the KO issues an opinion on whether the integration with the
Supplier is possible, as well as specifies possible risks and misrepresentations detected during the
verification.

10. Decision on Supplier onboarding

10.1 The decision to onboard the Supplier, as well as the final approval of products, tariffs and
working conditions is made by the Commercial Director (hereinafter referred to as “CD”).

10.1.1 When making the decision, the CD shall take into account the conclusion of the Commercial
Director, his recommendations and identified risks.

10.2 The approved products, tariffs and terms of work with the Supplier shall be formalized into a
Commercial Proposal (hereinafter referred to as “CP”), which shall be returned to the ME assigned to
the Supplier for agreement with the Supplier.

10.3 If a positive response is received from the Supplier regarding the terms and conditions of the CP,
the MP shall submit the CP to the Legal Department (hereinafter referred to as “LS”) for execution of
the contract.

11. Preparation and signing of the contract

11.1 The Legal Department examines the terms and conditions of the CoP and, if necessary, amends
the standard contract to make it consistent with the terms and conditions of the CoP.

11.2 The finalized contract shall be handed over to the ME, hereinafter referred to as the Supplier.



11.3 In case of disagreements, comments, clarifications of the Supplier, the ME shall submit it to the
SUE for further revision and making amendments to the contract.

11.4 When both parties agree on the contract, the contract is sent for signing first to the Organization
and then to the Supplier.

12. Creating and setting up a personal account

12.1 Together with the contract the Supplier receives the data to start using the Service in the test
mode.

12.2 The Supplier connects all necessary products and makes necessary settings according to the
CP.

12.3 The Supplier makes test requests for the products it will use in the form agreed with it.

12.4 If the information is received from the Supplier that the operation in the test mode was correct,
the MF confirms the startup to the Account Manager (hereinafter referred to as “AM”).

13. Launch of commercial operation and acceptance for maintenance

13.1 Upon receipt of the confirmation from the MF, the AM puts the Supplier's personal account into
the combat mode.

13.2. AM transfers the Supplier for support to the Support Service (hereinafter referred to as “SS”)
together with the necessary information about the Supplier.

13.3 The Supplier is transferred to the SS for support, the onboarding process is considered to be
completed.

Full name and organizational and legal form

Abbreviated name

Name in a foreign language (if any)

Taxpayer registration number

Location address

Postal address

Contact telephone and fax numbers

Internet site address, e-mail address

Date of state registration

Main state registration number

Name of the registering body, place of
registration

Main types of activity (including goods
produced, work performed, services rendered)

Whether the client or its participants
(shareholders) owning more than 10% of shares
(stakes) is a tax resident of the United States of
America




Type of license, license number, date of
issuance, name of the issuing authority, license
validity period, list of licensed activities

Objectives of financial and economic activity

Information on financial condition

Information on sources of funds

Information on the availability of a license for the
right to carry out activities subject to licensing

The supreme management body of the
organization (general meeting of participants
(shareholders), etc.)

Sole executive body (Position: director, general
director, president, etc.) Information on the sole
executive body or other representative (acting
on the basis of a power of attorney)

Information on the amount of the registered and
paid authorized (share) capital or the amount of
the authorized fund, property.

Information on founders, beneficial owners,
owners of the property of the legal entity,
persons who have the right to give instructions
binding on the legal entity or otherwise have the
ability to determine its decisions, including
information on the main company or the
predominant, participating company

Appendix No2. Public offer

This document is an official public offer of the Limited Liability Partnership “Click Service”, hereinafter
referred to as “Organization”, on the basis of which the Organization offers the User to conclude an
agreement on the provision of payment and information technology services to individuals when
making payment and/or receiving payments through the System “Click Service” (hereinafter - “Offer”,
“Agreement”) on the terms and conditions set out below in accordance with the Law of the Republic of
Kazakhstan dated July 26, 2016 No 11-VI “On Payments and Payment Systems”.

Full and unconditional acceptance of the Offer is the performance by the User of actions stipulated by
the Offer, from the moment of performance of which the User is considered to have entered into the
Agreement with the Organization on the use of the System “Click Service” on the terms and
conditions set out in the Offer, without any exceptions or restrictions on the terms of accession.



By accepting the Offer, the User confirms that he/she is a natural person, acts in good faith, voluntarily
and reasonably within the limits of his/her legal capacity (capacity), is over 18 years old, has no
obstacles to accepting this Offer, has carefully read the Offer before using the System and fully
understands the meaning and sense of this Offer. In case of disagreement with the terms and
conditions or failure to understand the terms and conditions of the Offer, the User shall refuse to use
the System. The Organization may at any time require the User to provide information and documents
confirming the rights and authorizations as stated above.

1. TERMS AND DEFINITIONS

Payment - actions of the Settlement Bank aimed at execution of the Order, including actions on
acceptance of funds from the Supplier provided by the Supplier or the Organization under the applied
forms of non-cash settlements, submission of the User's Request and subsequent transfer of funds to
the User's Payment Method in order to perform the Settlements under the Payment. The Payment is
considered accepted and becomes final and irrevocable from the moment the Organization sends the
Confirmation of the Payment. The Payment shall become finalized at the moment when the
Settlement Bank performs the Payment Settlements.

Agreement - an Agreement on rendering payment services to individuals, aimed at ensuring
interaction when making Payments or receiving Payments through the Clickservice System,
concluded between the User and the Organization on the terms and conditions of the Public
offer.Prohibited goods - types of goods (works, services) sold by the Supplier and/or related to the
Supplier's activities that violate the requirements established by the legislation of the Republic of
Kazakhstan, including:

goods (works, services) related to sale (including sale itself) by the Supplier of weapons, firearms and
explosive substances and items; narcotic, psychotropic, toxic, corrosive and radioactive substances;
human organs and tissues; alcoholic and tobacco products without a relevant license; services for
organization and conduct of gambling without a relevant license; services of sexual nature, as well as
those contrary to generally accepted norms of morality and ethics; other goods (works, services)
prohibited or restricted in circulation.

Request for Payment Acceptance - an electronic message containing a request to the Supplier to
accept the Payment and/or to the Settlement Bank to make the Payment Settlements, generated by
the Organization via the System on the basis of the User's Request.

Request for Payment receipt - an electronic message containing a request to the Supplier to make the
Payment and/or to the Settlement Bank to make the Settlements on the Payment, generated by the
Organization via the System on the basis of the User's Request.

User's Request means an electronic message containing the User's application for conclusion of the
Agreement with the Organization, the Organization's instructions (order) for rendering the Services, as
well as Payment and (or) Disbursement Parameters and other information required by the
Organization for rendering the Services, made by the User on the System Website or the Provider's
Website and submitted to the Organization via the System.

Information exchange - actions of the Organization aimed at information and technological interaction
with Participants of settlements in the course of exchange of Electronic messages (documents),
performed through the System within the framework of rendering the Services. Information and
technological services - services, which in accordance with the Law “On Payments and Payment
Systems” are not related to payment services, but which provide technical support in rendering
payment services, namely: - services on provision of information and technological interaction



between settlement participants, including provision of services on collection, processing, and
distribution of information to settlement participants on transactions with payment cards.

Receipt - a document of the established form, including in electronic form, confirming the provision of
Services to the User and the fact of conclusion of the Agreement, including Payment and (or)
Disbursement Parameters. The receipt shall be issued by the Organization to the User via the System
Website after rendering the Services to the User.

User - a natural person - sender of payment, and making actions on the System Website, aimed at
conclusion of the Agreement and making Payment and (or) Disbursement.

Payment means the actions of the Settlement Bank aimed at execution of the Order, including the
actions of accepting funds from the User within the applied forms of non-cash settlements, submission
of the User's Request and subsequent transfer of funds to the Supplier's settlement account in order
to make the Settlements under the Payment. The Payment shall be deemed accepted and shall
become final and irrevocable from the moment the Organization sends the Confirmation of Payment
acceptance. The Payment shall become finalized when the Settlement Bank settles the Payment.

Organization - Click Service LLP, which is a provider of payment services and provides information
and technological services to ensure interaction between Settlement Participants, as well as payment
services through the System, on the terms and conditions set forth in this Offer. Payment or
Disbursement parameters - information specified by the User on the Payment page, including the
amount of the Payment or Disbursement, name and payment details of the Provider, Payment
instrument, using which the User wishes to make the Payment or receive the Disbursement, as well
as other information enabling the Participants of settlements and the Organization to identify the
Payment or Disbursement in their accounting systems.

Payment Page - a specialized page on the System Website or on the Provider's Website protected by
special protection means, which allows the User to specify the Payment or Disbursement Parameters,
including selection of the Payment Instrument, to make and send a Request to the Organization.
Payment instrument - a bank card (Visa International, MasterCard Worldwide and other International
payment systems) or other electronic medium containing information that allows the sender of money,
authorized to make payment and (or) transfer of money, to initiate payment and (or) transfer of money,
as well as to perform other operations provided by the agreement between him and the issuer of
electronic payment instrument.

Payment service - services for processing payments initiated by the User in electronic form and
transferring the necessary information to a bank, organization performing certain types of banking
operations to make a payment and (or) transfer or accept money for these payments.

Confirmation of Payment Acceptance - an electronic document containing the confirmation of the
User's acceptance of the Payment, generated by the Organization via the System on the basis of the
confirmation received from the User on the possibility to accept the Payment and the confirmation
received from the Settlement Bank on making the Payment. The User sends the confirmation on the
possibility to accept the Payment provided that the Payment has been successfully identified in the
User's accounting system according to the specified Payment Parameters. The Settlement Bank has
the right to refuse to accept the Payment without giving any reasons.

Supplier - a legal entity or an individual entrepreneur, which is engaged in commercial activities for the
sale of goods and (or) works and (or) services, and accepts the User's payment instrument for
payment under civil law transactions.

Instruction - instruction - an instruction of the initiator of payment and (or) money transfer to the User
or the Provider to make a payment and (or) payment, which is expressed in the form of an order or in



the form of the User's consent when using an electronic payment instrument or remote access
system, an electronic document containing an instruction (order) of the User to the Organization to
make a Payment or receive a Payment using the Payment Instrument, drawn up by the User on the
System Website or the Provider's Website and transmitted to the Settlement Agent. The procedure of
acceptance and execution of the Order by the Issuer shall be established by the Agreement on the
Use of the Payment Method and shall not be the subject of the Agreement concluded on the terms
and conditions of the Offer.

Settlement Bank - a second-tier Bank, which is responsible for funds transfer and performs the
Settlements on the Payment and (or) Disbursement on the basis of the Agreement concluded with the
Organization.

Payment and (or) Disbursement Settlements means the actions of the Settlement Bank aimed at
settlements with the Issuers, Suppliers on made Payments and Disbursements in accordance with the
procedure and on the terms and conditions established by the relevant agreement concluded between
the Settlement Bank and the Organization.

Website of the System - a web-site in the Internet https://arcopay.tech/, providing access of the User
to the System.

Supplier's Website - a web-site in the Internet, with goods (works, services), realized by the Supplier
and/or related to the Supplier's activities, not violating the requirements established by the legislation
of the Republic of Kazakhstan.

System https://arcopay.tech/ (hereinafter referred to as the “System”) - a set of software and hardware
that provides information and technological interaction between the Participants of settlements when
making Payments and (or) Payments, using the protocol of secure data transfer.

Parties - the Organization and the User when referred to jointly.

Tariffs - the amount of remuneration (commissions) of the Organization for rendering the Services.
Tariffs shall be published on the System Website at the address: https://clickservice.kz/ and shall
come into effect from the date of their publication on the System Website.

Services - payment and information technology services.

Device - any technical device used by the User (computer, cell phone, etc.) that provides access of
the User to the Internet.

Settlement Participants - the Settlement Bank, the User, the Supplier when mentioned together.
Electronic Document means an Application and/or Order or other document drawn up and transmitted
by the User to the Organization in electronic form via the System, and/or Authorization Request;
and/or Payment Acceptance Request; and/or Receipt, or other document drawn up and transmitted
by the Organization to the Participants of settlements in electronic form via the System. The term is
used in cases that do not require a special indication of the type of the Electronic Document.

Issuer - a legal entity or a second-tier Bank, including the Settlement Bank, which has provided the
User with the Payment Instrument in accordance with the terms and conditions of the Payment
Instrument Agreement concluded between them.

2.SUBJECT OF THE AGREEMENT.
PROCEDURE OF CONCLUSION OF THE AGREEMENT



2.1 This Agreement defines the procedure for rendering the Services, as well as regulates relations
between the Parties arising in connection with rendering the Services and conclusion of the
Agreement. The Offer is available for familiarization on the System Website. 2.2. The Agreement
between the Parties shall be concluded by acceptance of the Offer by the User.

Acceptance of the Offer is the User's actions aimed at making the Payment and (or) receiving
Payments using the Payment Method in accordance with paragraph 4.1 of the Offer.The User's
actions on the System Website aimed at making Payments and (or) receiving Payments using the
Payment Method shall be considered as full and unconditional consent to the terms and conditions of
the Offer.

Each fact of the User's actions aimed at making a Payment and (or) receiving a Payment with the use
of the Payment Method at the System Website is a separate action of the User to conclude an
Agreement on the terms and conditions set forth in the Offer.

2.3 The User's actions on conclusion of the Agreement are not limited by the term and can be carried
out on any day until the official withdrawal of the Offer in accordance with Section 10 of the Offer.

2.4 The Organization provides the User with all necessary information by placing it on the System
Website, as well as considers issues and claims related to the fulfillment of obligations assumed
under the Agreement in the order and on the terms and conditions stipulated by the Agreement.

3. GENERAL PROVISIONS

3.1 The basis for the beginning of rendering the Services is the Request submitted by the User to the
Organization in accordance with clause 4.1 of the Offer.

3.2 The Organization renders the Services immediately after receipt of the Request to the
Organization, by means of information and technological interaction between the Participants of
settlements through the System. Information and technological interaction is carried out by exchange
of information and Electronic messages between the Participants of settlements.

To ensure provision of information and technological services, the Organization shall be entitled to
engage partners on the basis of agreements concluded with them.

3.3 The grounds for provision of payment and information-technological services to the Participants of
settlements are:

3.3.1. for sending a Request to the Settlement Bank for Payment and (or) Disbursement - a Request
made and transmitted by the User to the Organization via the System in the manner prescribed in
Section 4 of the Offer;

3.3.2. for sending the Request to the Supplier for acceptance of Payment or Disbursement - the
response provided by the Settlement Bank to the Organization;

3.3.3. for sending to the User the Confirmation of acceptance of the Payment or making the Payment
- the confirmation of the Supplier/Settlement Bank on the possibility to accept the Payment sent by the
Supplier/Settlement Bank to the Organization via the System.

3.4 The Organization shall provide the Services only if the following requirements are simultaneously
met:

The User's device has the necessary technical access to the Internet;

The Organization has technical capabilities to provide access to the System/System's Website,
including for the purposes of making and transmitting Requests and/or Orders.

3.5 For rendering the Services, the Organization shall charge a commission from the User in
accordance with the Tariffs effective on the date of rendering the Service. The commission fee is paid
by the User using the Payment Method in addition to the amount of the Payment and does not reduce
the amount of the Payment.

The Issuer has the right to charge the User an additional commission fee for making the Payment in
accordance with the procedure and on the terms and conditions set forth in the Agreement on the Use
of the Payment Method.

3.6 The Organization shall engage the Settlement Bank to make the Payments and (or) Payments.
Settlements on Payment and (or) Disbursement shall be made by the Settlement Bank in accordance



with the laws of the Republic of Kazakhstan and internal regulatory and administrative documents of
the Settlement Bank.

3.7 For the purpose of proper provision of the Services to the User, the User shall entrust the
Organization to:

to draw up settlement documents on behalf of the User necessary for rendering the Services and
making the Payments and (or) Payments, including transferring to the Settlement Bank, the Issuer,
the Supplier via the Order System);

transfer data on the results of the Payment and (or) Disbursement to the Settlement Bank and other
partners of the Organization.

4. PROCEDURE FOR THE PROVISION OF SERVICES. ACCEPTANCE AND EXECUTION OF THE
REQUEST

4.1 In order to render Services to the User aimed at making Payments in favor of the Supplier and (or)
receiving Payments from the Supplier using the Payment instrument via the System, as well as to
conclude the Agreement, form and transfer the Request to the Organization and the Order to the
Settlement Bank, the User shall independently:

gets acquainted with the procedure and rules of rendering the Services placed on the
Payment Page, established by the Offer, as well as with the amount, procedure and terms of charging
by the Organization of the commissions established by the Tariffs (hereinafter referred to as the
“Terms of rendering the Services”);

subject to agreement with the Terms of Services, fills in the fields proposed for filling in,
specifying the Payment and (or) Disbursement Parameters, including selection of the Payment
Method and confirms his/her consent to make the Payment and (or) Disbursement;

confirms his/her consent to the Terms of Service provision and conclusion of the Agreement
by clicking the button to make a Payment or receive a Payout.

The User's actions not provided for by the instructions posted on the Payment Page shall not
be the basis for the Organization's obligations to provide the Services, including the acceptance and
execution of Requests.

If the User does not agree with the Terms and Conditions of rendering the Services or does
not understand the meaning of the instructions posted on the Organization's Website, as well as if the
User does not agree with the fulfillment of its obligations set forth in clause 7.3.3. of the Offer, the
User shall not be entitled to use the System (the System Website) to perform any actions, both
stipulated and not stipulated by the Offer, as well as to demand the Organization to render the
Services, including execution of Requests.

By performing the actions provided by this paragraph of the Offer, the User, among other things,
assumes any risks associated with making the Payment and (or) Payment recognized later as Invalid
Payment. In case the Payment is recognized as an Invalid Payment, the User shall not be entitled to
make any claims against the Organization / Settlement Bank related to making the Invalid Payment,
as well as to demand from the Organization / Settlement Bank (including through third parties acting
in the interests of the User) to perform the Return Transaction. Any claims related to making an
Invalid Payment or a Disbursement shall be settled between the User and the Supplier without
participation of the Organization and the Settlement Bank.

4.2 The transfer of the Request to the Organization is carried out through the System by means of the
Information Exchange between the Organization, the Device and the User, taking into account the
specifics established in Section 5 of the Offer.

4.3 The User on the Supplier's/Organization's website initiates the payment.

4.4 The Supplier initiates payment execution in the System by transmitting an electronic message, in
accordance with the technical protocol.

4.5 The Supplier's System redirects the User to the System.

4.6 The Organization accepts the Request for execution provided that it complies with the following
Supplier's Certificate of Access as specified in the Request.



4.6.1. The Organization, upon receipt of the Request for Payment and (or) Disbursement from the
User via the System:

4.6.1.1. sends the Order to the Settlement Bank, and the Settlement Bank sends the Order to the
Issuer for authorization (when making the Payment);

4.6.1.2. if the Issuer provides Authorization, sends the Request for acceptance of the Payment and
(or) the Payment to the Settlement Bank. At that, the Settlement Bank shall process the Request for
acceptance of the Payment and (or) make the Payment within the following terms: not more than 3
(three) business days.

4.6.2. by the Supplier - upon receipt of the Request for Transfer Acceptance (unless otherwise
specified by the Supplier);

4.6.3. by the Settlement Bank:

4.6.3.1. upon receipt of the Request for acceptance of the Payment and (or) the Payment before
16:00 (Almaty time) on working days, according to the legislation of the Republic of Kazakhstan - on
the day of its receipt by the Settlement Bank; 4.6.3.1. Almaty time on working days, according to the
legislation of the Republic of Kazakhstan - on the day of its receipt by the Settlement Bank;

4.6.3.2. upon receipt of the Request for acceptance of the Payment and (or) making the Payment
after 4:00 p.m. Almaty time on working days, as well as on the day of its receipt by the Settlement
Bank. Almaty time on working days, as well as on weekends and public holidays, according to the
laws of the Republic of Kazakhstan - on the first business day following the day of receipt of the
Request for Payment by the Settlement Bank.

4.6.4 Upon receipt of the confirmation from the Settlement Bank on the possibility to accept the
Payment and (or) make the Payment, the Organization shall form and send the Confirmation of
Payment Acceptance to the Supplier via the System. Unless otherwise provided by the Agreement on
the Use of Payment Method, the Confirmation of Payment Acceptance is the basis for:

4.6.4.1. for the Issuer to make the Payment and (or) Disbursement (acceptance and execution of the
Order), including writing off the amount of commission for rendering the Services in the amount
specified in the Tariffs. The procedure for debiting funds from the Payment Method is established by
the Agreement on the Use of the Payment Method and is not a subject of the Agreement concluded
between the Organization and the User on the terms and conditions of the Offer;

4.6.4.2. for the Settlement Bank in carrying out the Payments and/or Payments. Settlement of the
Payment shall be carried out by the Settlement Bank by transferring the amount of the Payment
received from the Issuer to the bank account of the Supplier, in accordance with the procedure and on
the terms and conditions established by the relevant agreement concluded between the Organization
and the Settlement Bank. In this case, the Payment shall be deemed accepted and shall become final
and irrevocable from the moment the Organization sends the Confirmation of Acceptance of Payment.
The Payment shall become finalized at the moment when the Settlement Bank performs the
Settlement of the Payment. Settlement of the Payment shall be carried out by the Settlement Bank by
transferring the amount of the Payment received from the Supplier to the User's card account in
accordance with the procedure and on the terms and conditions established by the relevant
agreement concluded between the Organization and the Settlement Bank. In this case, the Payment
shall be deemed accepted and shall become final and irrevocable from the moment the Organization
sends the Confirmation of the Payment. The Payment shall become finalized at the moment when the
Settlement Bank performs the Settlements on the Payment.

4.7 As a confirmation of the Payments and (or) Disbursements made by the Supplier/Settlement Bank
and the provision of the Service by the Organization (acceptance and execution of the Request by the
Organization), the Organization forms and issues a Receipt to the User via the System.The User is
obliged to keep the issued Receipt until the moment of receiving a message from the Provider about
the receipt of the amount of the Payment to the details specified in the Order or receiving the
Payment.If due to a technical failure the Receipt was not generated and issued to the User, the User
has the right to contact the Organization's customer support service in order to receive a document
confirming the fact of rendering the Service (acceptance and execution of the Request by the
Organization).



4.8 If the User's Access Certificate specified in the Request does not correspond to the User's Access
Certificate stored in the Organization's database, if the Issuer refuses to provide Authorization, or if
the Supplier/Settlement Bank refuses to accept the Payment or make a Payment, the Service is
considered not rendered, the Payment or Payment is not made, and the User does not pay the fee for
rendering the Service established by the Tariffs to the Organization.The Organization shall notify the
User of the failure to provide the Service by placing the relevant information on the Payment page or
in the Personal cabinet (if any).In this case, the Payment shall be deemed accepted and shall become
final and irrevocable from the moment the Organization sends the Confirmation of the Payment.
4.8.1. on the reasons for refusal to provide Authorization - directly to the Issuer;

4.8.2. on the reasons of refusal of the Provider / Settlement Bank to accept the Payment or make the
Payment - directly to the Provider.

4.9 If there are any technical malfunctions of the System and/or failures in the operation of external
data transmission networks used by the Organization, a corresponding warning is displayed on the
Payment page before the User performs the actions specified in clause 4.1 of the Offer. If, despite this
warning, the User performs the actions specified in clause 4.1 of the Offer,

The User agrees that the Organization may be delayed in providing the Service and/or the
Organization will be denied to provide the Service.In case of delayed provision of the Service by the
Organization, the Organization is not responsible for the timing of receipt of Requests to the
Organization.

4.10. Procedure of protective actions against unauthorized payments:

4.10.1 Requests for payments that have not been verified for compliance with the Certificate of
Access shall be rejected.

4.10.2 Requests for payments that do not comply with the rules of the MPS and the Settlement Bank
shall be rejected.

5. PECULIARITIES OF THE RETURN TRANSACTION

5.1 The refund to the User under the Transfer Reversal shall be made by the Organization with the
involvement of the Settlement Bank in the manner specified in the Application, provided that the
following requirements are met:

receipt by the Organization of the respective Application of the Payee for the Transfer Reversal;

the Organization is technically able to send to the Settlement Bank via the System an Electronic
Document containing a request for the Issuer's ability to make a refund under the Transfer Reversal to
the User in the manner specified in the Application;

receipt from the Issuer of the Electronic Document containing the confirmation of the possibility to
refund the funds under the Return Transaction to the User in the manner specified in the Application.
If the Organization has no technical possibility to send to the Settlement Bank via the System the
Electronic Document containing the request on the Issuer's possibility to refund the funds under the
Refund Transaction to the User in the manner specified in the Application, the Refund Transaction
shall be performed on the basis of the User's application submitted to the Organization in accordance
with the established procedure.

6. PECULIARITIES OF INFORMATION EXCHANGE OF ELECTRONIC DOCUMENTS

6.1 The Information Exchange between the Parties shall be carried out automatically in real time.

6.2 The time and date of the Information Exchange of Electronic Documents, including the time and
date of sending, receiving and processing of Electronic Documents, shall be noted by the
Organization in the Electronic Document Logs.

6.3 During the Information Exchange, the Organization shall provide an Electronic Document. The
Electronic Document contains a unique identifier, which confirms the performance of operations in the
System and has the legal force of a paper document and gives rise to similar rights and obligations,
may serve as evidence in court. All copies of the Electronic Documents are originals and may be



produced (printed) on paper. The retention period of the Electronic Documents is 5 (five) years from
the date of termination of the Agreement.

6.4 The Parties undertake to control the data of the Electronic Documents received within the
framework of the Information Exchange and timely notify each other of any errors detected.

6.5 The records in the archive of the Organization's Electronic Documents are a confirmation of;
formation and transmission of the Electronic Documents directly by the Party that signed such
Electronic Document with the Certificate of Access; signing of the Electronic Documents with the
Certificate of Access of the Party that sent such Electronic Document.

formation and transmission of Electronic Documents directly by the Party that signed such Electronic
Document with the Access Certificate; signing of Electronic Documents with the Access Certificate of
the Party that sent such Electronic Document.

6.6 The information exchange between the Parties shall be terminated in case of termination of the
Agreement and/or blocking of the User's access to the System upon the end of the Open Session,
including by closing the web-browser on the User's side.

7. RIGHTS AND OBLIGATIONS OF THE PARTIES

7.1. The Organization is obliged to:

7.1.1 Ensure round-the-clock operation of the System and the System Website for the purpose of
proper provision of the Services and fulfillment of its other obligations stipulated by the Agreement.
7.1.2. Provide Services to the User in real-time mode in the order and on the terms and conditions
stipulated by the Agreement.

7.1.3. Refuse to provide Services to the User, including not accepting Requests, in the absence of
technical capability, as well as in the cases provided for in paragraph 4.6 of the Offer.

7.1.4. Engage the Settlement Bank on the basis of the concluded agreement to make Payments and
(or) Payments.

7.1.5. Ensure confidentiality of the information, which became known to the Organization in the course
of performance of obligations under the Agreement.

7.1.6. Use the cell phone number and/or e-mail address and/or Personal Account details (if any)
specified by the User in the Request to send messages to the User, containing information about the
results of the Supplier's/Settlement Bank's acceptance of the Payment or making the Payment, as
well as other information, including other services provided by the Organization.

7.1.7. Notify the User about changes in the Offer and/or Tariffs in accordance with clause 7.2.4 of the
Offer.

7.1.8. Place the Offer and Tariffs on the System Website, to which the User shall have access
immediately prior to the moment of actions specified in clause 4.1 of the Offer.

7.1.9. When rendering the payment service in foreign currency, the Organization shall be obliged to
provide information to the User about the accepted amount of foreign currency and the exchange rate
applied in the System.

7.2 The Organization has the right:

7.2.1. At its own discretion to change the list of Settlement Banks engaged for Payment and (or)
Disbursement Settlements.

7.2.2 Unilaterally set and change (increase, decrease) restrictions on making Payment and (or)
Disbursement through the System, including on the amount of Payment and (or) Disbursement,
determine and change the list of Suppliers available for making Payment and (or) Disbursement
through the System); the list (format) of Electronic Documents, both with and without prior notice to the
User.

7.2.3 Refuse to perform the Return Transaction, as well as refuse to accept any claims of the User on
the made Payments and (or) Payments at the occurrence of finality and irrevocability of the Payment
in accordance with Section 4 of the Offer.

7.2.4 Make changes and additions to the Offer and/or Tariffs. Notification of the User about changes in
the Offer and/or Tariffs shall be carried out by the Organization by posting the text of changes/new
edition of the Offer and/or Tariffs on the System Website. Any changes in the Offer and/or Tariffs shall



become binding on the Parties from the date of their placement by the Organization on the System
Website.

7.2.5 Provide third parties with the right to fulfill obligations under the Agreement on the basis of
contracts concluded with them, remaining responsible to the User for their actions (inactions) and for
fulfillment of assumed obligations under the Agreement.

7.2.6. Suspend use of the System in order to make Payments in favor of certain Suppliers using
certain Payment Instruments, in case of occurrence of uncontrollable risks for the Participants of
settlements and the Organization, as well as in other cases stipulated by the legislation of the
Republic of Kazakhstan and the Agreement.

7.2.7 Suspend fulfillment of obligations under the Agreement if there are reasonable assumptions
about possible facts of fraud or other illegal activities of the User, including those related to the risk of
making an Invalid Payment, until the moment of clarification/resolution of the disputable situation.Such
suspension is aimed at protecting the rights and interests of the Settlement Participants and the
Organization, is not a breach of the Agreement and may not serve as a basis for the application of
property sanctions and other negative consequences for the Organization and the Settlement
Participants.

7.3 The User is obliged:

7.3.1 Familiarize himself/herself with and comply with the Terms and Conditions of the Services in a
timely and complete manner.

7.3.2. Pay the Organization commissions for the Services rendered in the amount, manner and on the
terms and conditions established by the Tariffs.

7.3.3. Assume the risks associated with making the Payment recognized later as Invalid Payment. In
case the Payment is recognized as an Invalid Payment, the User shall independently, without the
Organization's participation, settle any disputes with the Supplier and/or the Issuer.

7.3.4. independently control the sufficiency of funds on the Payment Method when transmitting Orders
(including in the amount sufficient to pay the Organization the commissions stipulated by the Tariffs).
7.3.5. be responsible for correctness of the Payment and (or) Disbursement Parameters specified in
the Request.

7.3.6 Independently monitor the changes made by the Organization in the Offer and/or Tariffs in
accordance with clause 7.2.4 of the Offer.

7.4 The User has the right:

7.4.1. Conclude a Contract with the Organization in the manner prescribed in clause 2.2 of the Offer,
confirming by this action that the User is not limited in capacity, is not under guardianship, trusteeship
or foster care, can independently exercise and protect their rights and perform their duties due to their
health condition, does not suffer from diseases that prevent them from understanding the essence of
the Contract and the circumstances of its conclusion. 7.4.2 Perform any actions stipulated by the
Contract and not prohibited by the legislation of the Republic of Kazakhstan. 7.4.2 Perform any
actions stipulated by the Contract and not prohibited by the legislation of the Republic of Kazakhstan.

8. LIABILITY OF THE PARTIES

8.1 For non-fulfillment or improper fulfillment of obligations under the Contract the Parties shall be
liable in accordance with the legislation of the Republic of Kazakhstan.

8.2 The User shall be personally liable:

8.2.1. for the accuracy of the Payment and (or) Disbursement Parameters indicated, including the
accuracy of information about the Supplier in favor of whom the Payment is made, and other details,
depending on what information is to be provided by the User (from the type of Payment instrument
used, type of Supplier, etc.). If false information is provided, the Organization shall not be liable for
failure to make the Payment and (or) Disbursement, or failure to provide or improper provision of the
Service, including for failure or improper performance by the User of its obligations to the Supplier for
whose benefit the Payment is made, as well as for any losses incurred by the User in connection with
failure to make or improperly make the Payment;



8.2.2. for providing information about the details of the Payment instrument (if any) to third parties, for
access of third parties to the Payment instrument, for providing information about actions on the
Payment page to third parties.

8.3. The User shall bear the risks of any losses or other negative consequences incurred by the User
as a result of performing actions on conclusion of the Agreement and making the Payment or
receiving the Payment using the Payment Method via the System, or due to the fact that the User has
not familiarized and/or untimely familiarized with the Terms of Services established by the Offer and/or
Tariffs, and/or amendments and additions made to the Offer and/or Tariffs. The Organization is not
responsible for any losses incurred by the User due to the fact that the User has not read and/or has
not read the Terms of Services in due time.

8.4 The Organization is responsible for the safety of information during Payments and (or)
Disbursements. Information on Payments shall be provided by the Organization in accordance with
the procedure established by the legislation of the Republic of Kazakhstan.

8.5 The Organization shall not be liable for non-fulfillment and/or improper fulfillment of obligations
under the Contract if such non-fulfillment is caused by:

8.5.1. decisions of legislative and/or executive authorities of the Republic of Kazakhstan, which make
it impossible for the Organization to fulfill its obligations under the Contract;

8.5.2. reasons beyond the control of the Organization (including the Organization is not responsible
for the actions of third parties, including the User, the Issuer, the Settlement Bank, the Supplier, and
other settlement participants);

8.5.3. occurrence of force majeure circumstances;

8.5.4. in other cases stipulated by the legislation of the Republic of Kazakhstan.

8.6. The Organization shall not be liable:

8.6.1. for direct or indirect damage incurred by the User due to the use of the System Website;

8.6.2. for interruptions in operation of the System and/or the System Website, execution of Payment
and (or) Disbursement, including for non-execution or refusal to execute the Order by the Issuer, in
case of software failures, communication failures or breakdowns of equipment not belonging to the
Organization;

8.6.3. if, through no fault of the Organization, third parties gain access to the use of the User's Device,
in connection with which Electronic Documents are drawn up and transmitted via the System, which
subsequently result in material damage to the User;

8.6.4. for full or partial interruptions in operation of the System and/or the System Website due to
replacement of equipment, software or other works caused by the need to maintain operability and
modernization of the System software;

8.6.5. for the delay of Payment and (or) Disbursement, if such delay is caused by the Issuer's and/or
the Settlement Bank's failure to perform or improper performance of its obligations to the User and/or
the Organization to make the Payment Settlements;

8.6.6. on disputes and disagreements between the User and the Issuer, the User and the Payee in all
cases when such disputes and disagreements do not relate to the subject matter of the Agreement.
8.7. In case of unreasonable refusal to provide the payment service, the Organization shall pay to the
User a fine in the amount of 0.5% (zero point five percent) of the payment amount, in case of a
positive decision on the claim in accordance with Section 9 of the Offer. 8.8. The User agrees that the
Organization shall not be liable for accidents, power grid service interruptions and other failures
related to power supply systems and/or communication lines or networks, which are provided,
supplied or maintained by third parties and due to the malfunction of which the Information Exchange
becomes impossible.

8.9 The Parties shall be released from liability for failure to fulfill or improper fulfillment of obligations
under the Contract, if such failure was caused by force majeure circumstances that arose after
conclusion of the Contract as a result of extraordinary events that the Party(ies) could neither foresee
nor prevent by reasonable measures (force majeure). Such force majeure events include natural
disasters, accidents, floods, earthquakes, epidemics, fires, mass riots, strikes, revolutions, military
actions, entry into force of legislative acts, governmental decrees and orders of state authorities



directly or indirectly prohibiting the activities specified in the Contract, circumstances related to the
failure/disruption of the Bank of Russia settlement system, as well as any other circumstances beyond
the reasonable control of the Parties, preventing the Parties from carrying out the activities specified
in the Contract, as well as any other circumstances beyond the reasonable control of the Parties.

9. DISPUTE RESOLUTION PROCEDURE

9.1 In case of disputes under the Agreement, the Parties shall take all measures to resolve them on a
mutually acceptable basis through negotiations.

9.2 Unless otherwise provided by the Offer, the Organization accepts the User's claims in writing to
the details specified on the Website no later than 10 (ten) calendar days from the date of occurrence
of the circumstances concerning which the claim is made.

9.3 The User's claim shall contain the following information:

the date and time of occurrence of the circumstances regarding which the claim is made;

conditions of occurrence of such circumstances;

the content of the User's claims;

User's details for sending a motivated response to the claim; 9.3.

claimed claim;

cell phone number/email address specified in the Application.

Claim.

9.4 The Organization considers the User's claim within 10 (ten) working days from the date of its
receipt by the Organization, after which it sends a reasoned response in writing to the User's details
specified in the claim.

9.5 If the Parties fail to reach an agreement within 30 (thirty) business days, disputes, disagreements
or claims arising out of or in connection with the Contract shall be considered in judicial bodies in
accordance with the laws of the Republic of Kazakhstan.

9.6 In case of disagreements and disputes between the Parties, including in case of appeal to the
court and presentation of evidence:

9.6.1. confirmation of drawing up and sending by the Parties to each other of Electronic Documents
through the System (performance of Information Exchange), as well as acceptance and execution by
the Organization of an Electronic Document shall be an extract from the archive of Electronic
Documents printed by the Organization on paper for the respective dates;

9.6.2. confirmation of the Access Certificates of the Parties as of the respective date shall be an
extract from the register of Access Certificates printed by the Organization on paper on the respective
dates.

10. TERM OF VALIDITY OF THE AGREEMENT

10.1 The Agreement shall be deemed concluded from the date of acceptance of the Offer by the User
in accordance with clause 2.2 of the Offer and shall remain in force until the Organization fulfills its
obligations to provide the Services stipulated in the Agreement.

10.2 Termination of the Agreement does not terminate the obligations of the Parties arising before the
moment of termination of the Agreement.

10.3 The Offer is valid until its official revocation by the Organization.

The Offer may be withdrawn by the Organization at any time. The Organization shall notify the User
about the withdrawal of the Offer by placing information about the withdrawal of the Offer on the
System Website according to clause 7.2.4 of the Offer.

11. OTHER TERMS

11.1 In everything that is not expressly provided by the Offer, the Parties shall be guided by the
legislation of the Republic of Kazakhstan, regulatory documents of the National Bank of the Republic
of Kazakhstan, the Rules of the payment organization's activities and business practices.

11.2 When the User applies to provide information about the Payment made through the System, as
well as in other cases, the Organization shall carry out additional identification of the User by the
following data:



cell phone number and/or e-mail address specified in the Request;

number of the Payment and/or Receipt;

other data at the discretion of the Organization.

11.3 By concluding the Agreement on the terms and conditions of the Offer, the User, acting on its
own free will and in its own interest, gives its consent to the processing by the Organization, as well
as the Organization's partners and the Settlement Bank of its personal data, namely to perform,
among other things, the following actions: collection, systematization, accumulation, storage,
clarification (update, change), use, distribution (including transfer, cross-border transfer),
depersonalization, blocking and destruction of any information related to the User's personal data in
order to conclude the Agreement on the terms and conditions of the Offer.

These actions may be performed with the use of means of automation. The User also gives his
consent to the transfer by the Organization, in order to perform the actions provided for in this
paragraph of the Offer, his personal data to third parties in the presence of duly concluded between
the Organization and such third parties Contracts. The Organization undertakes to fully comply with
the requirements of the Law of the Republic of Kazakhstan dated May 21, 2013 No. 94-V “On
Personal Data and their Protection” (as amended and supplemented), as well as regulatory
documents issued in pursuance thereof, when processing the User's personal data.
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